MICROSOFT OFFICE GROOVE 2007: 
TEAM COLLABORATION SOFTWARE,
DOES THIS POSE NEW SECURITY CONCERNS 
FOR SYSTEM ADMINISTRATORS?
Eric J. Schmieder 
Indiana State University,
Terre Haute,USA

Abstract
In all the years of success that Microsoft Corporation has seen since its inception in 1975, they continue to do one thing well, find a concept that works and develop it for the masses. The introduction of Microsoft Office Groove 2007 to the Microsoft Office Suite is no exception (o the rule. Through their acquisition of Groove Networks Inc. in April of 2005, Microsoft is now able to provide users a collaboration tool for peer-to-peer file sharing across a variety of network infrastructures, with remote access, synchronization and offline file management beyond traditional geographical limits. With all of this ability, one must ask what security concerns will this new technology raise for system administrators commissioned with the daily task of maintaining secure network environments?

I. INTRODUCTION

Although new to the Microsoft Office suite of products, Groove is far from new to the computing industry, originally released commercially in April 2001 by Groove Networks Inc. Groove was designed to aid the collaboration process. By collaborating with Groove global project learns can work with confidence that (he information they have is current and that all team members have access to the same information.
This technology expands the function of a peer-to-реег file sharing application, such as Kazaa, Napster, and the like, to segregated and defined groups of team members regardless of location or organization and establishes control from within the organization providing the access. By maintaining multiple workspaces in a Groove network a user has the ability to selectively provide access to other employees, outside consultants, customers, vendors and others to specific file structures on their computer.
Microsoft's inclusion of the Groove application in versions of its 2007 Office suite will promote a large-scale adoption of this technology in an increasingly global economy. In preparation for administering environments where users may implement this collaboration tool, it is important that system and network administrators be aware of both the benefits and the risks that Groove will bring to their corporate networks. We will examine first the benefits, then the risks, and finally some case studies of implementations of the Groove application to determine if system administrators should be cautious of introducing Microsoft Office Groove 2007 into their network environments.
II. BENEFITS
Microsoft has assembled a lop 10 list of benefits for Microsoft Office Groove 2007:
1. Bring the team, tools, and information together in one place.
2. Customize each workspace for the team's unique needs.
3. Collaborate with colleagues, partners, and customers – with one product.
4. Stay productive anywhere, online or offline.
5. Stay in sync, automatically and efficiently.
6. See who's working on what, when. 
7. Synchronize SharePoint document libraries with Office Groove 2007.
8. Create a form with Microsoft Office InfoPath 2007; share it with Office Groove 2007.
9. Make the most of impromptu encounters with Microsoft Office Communicator integration.
10. Work with international teams in their own languages. 
("Microsoft Office Groove 2007 top 10 benefits". 2006)

Examining this benefit list we can see two main themes, collaboration and security. Groove appears to mix both flexibility of environment with centralization of control for added security. Integration with other Microsoft Office products (i.e. SharePoinl, InfoPalh, and Communicator) add functionality to the environment established by Microsoft Office Groove 2007.
Speaking on the 2007 Microsoft Office system, Michel Gambier states, "communication is changing, collaboration is vital, and decision makers expect information at their fingertips...The 2007 Microsoft Office system opens new possibilities for personal, team and organizational productivity" (Gambier, The 2007 Microsoft Office system opens new possibilities, 2006). Specifically commenting on the benefits of Office Groove 2007 in the workplace, Gambier notes "information workers can create a virtual team environment using Office Groove 2007 workspaces for quick collaboration and knowledge sharing online and offline" (Gambier, The 2007 Microsoft Office system opens new possibilities, 2006).
Although unconfirmed by officials, Alice Lipowiz: mentions in her article that Groove is the '"real-time interactive connectivity" environment enabling "a network that links the operations center with state and local homeland security officials, law enforcement and critical infrastructure facilities" to share information among participants (Lipowicz, 2005). Gambier supports this suggestion by noting that in a public sector environment "Office Groove 2007 provides field units and on-scene response teams (the ability) to share information with central offices without the need for reliable connectivity" (Gambier. The 2007 Microsoft Office system opens new possibilities, 2006).
Yung Chou, a Technology Specialist for Microsoft Office Groove and an MCSE and C1SSP, discusses additional benefits of the Office Groove 2007 for a system administrator including low administrative overhead, automatic synchronization of files, conflict resolution, simple transmission methods and internal roles and permissions.
Low Administrative Overhead

Because any user can establish a workspace and can invite prospective members to join their team via email or instant messaging and "any Groove user can accept an invitation, join the workspace- become a team member, share information, and collaborate on a project without IT or network affiliations" or "special network or domain privileges" (Chou. 2006), the users are self-sufficient within me Groove environment without sacrificing network and domain security for outside participants or insisting on additional administrative efforts to accommodate the outside users.
Automatic Synchronization of Files
Each user that joins a Groove workspace establishes a local copy of that workspace on their personal computer. As a result each user is able to work on files within the workspace both online and offline. When changes are made by a user their copy of the file is updated and when online. Groove attempts to update all other member copies comparing versions and maintaining local logs of changes for each user session.
Conflict Resolution
Due to the nature of the system there is greater possibility that multiple users may make changes to the same file at the same time online or offline. To handle these occurrences, Groove will "identify" the dependencies and serialize the changes, as applicable" ensuring "that no data is lost and that all users have the same view of the data" (Chou, 2006). In the event that conflicts can't be resolved automatically by Groove, it "warns the user that there is a conflict on the document and automatically creates a copy of the file" (Chou, 2006).
Simple Transmission Methods

Office Groove 2007 operates on three TCP ports, 2492, 443, and 80. It "will always try first to initiate a direct client-to-client connection between users, .using TCP port 2492" (Chou, 2006), and when direct client connections are unavailable Groove uses simple HTTP TOST and HTTP GET methods over standard HTTP (TCP 80) and HTTPS (TCP 443) potts. "With HTTP encapsulations. Office Groove 2007 can communicate across firewalls and beyond any organizational boundaries" (Chou. 2006).
Internal Roles and Permissions
"Office Groove 2007 includes a built-in, roles-based permissions framework that affords content safeguards to workspace creators within the decentralized nature of a Groove workspace... .There are three built-in roles; manager, participant, and guest" (Chou, 2006) each with different levels of access. When dala is shared from within the organisation, the creator of the workspace sharing that data will be assigned the manager role and thereby centralize control of internal data within the boundaries of the organization regardless of the sharing with outside individuals.
III. RISKS
With all of the benefits centered on collaboration and security, one might ask, what are the risks associated with Groove? Based on the research the risks are few, but nevertheless do exist.
In May of 2005, the United Stales Computer Emergency Readiness Team (US-CERT) identified five vulnerabilities with earlier versions of the commercially released software package including script injection vulnerabilities, insecure permission sets and COM object accessibility ("Vulnerability Note Search Results", 2005). On each of these noted vulnerabilities and updated version of the application was mentioned to have corrected the issue.
The major risk for organizations that choose to adopt Office Groove 2007 as their collaboration tool is simply that "the potential for leaking the information |shared] grows with every new person added to Groove" (Eyerly, 2001). To prevent such leaks of sensitive data through Groove, there are two simple choices of protection. First, don't share extremely sensitive data over a Groove workspace Secondly, "normal corporate procedures must be implemented so that only trusted people are invited into a Groove session" (Eyerly, 2001).
All data transferred by Groove is encrypted and thereby protected in transit, so the issue is that of who is invited and the policies in place lo ensure that when collaboration is taking place you сад authenticate those participating in the process. This risk is not one of the software, but rather one of the business environment. Caution should be used when inviting outside vendors, customers, and consultants to join a Groove workspace and roles and permissions should be effectively granted to control the access that each individual has within that workspace.
IV. CASE STUDIES 

InSource Partners
Working with an "extremely distributed. mobile workforce [of] 100 consultants, scattered around the U.S. and abroad...often with limited or no network access" (InSource Partners, 2004), InSource Partners has seen both quantitative and qualitative benefits from adopting Groove as "the cornerstone of how we manage our intellectual property" (InSource Partners, 2004).
Cost benefits include:
· Eliminated server purchases & maintenance
· Reduced monthly fees associated with hosted service providers

· Reduced cost of hosted email storage
Quality benefits include:
· Collaborative culture boasting "more than 100% growth year over year and maintaining 100% client satisfaction"

· Secure intellectual property
· Stronger deliverables through increased productivity 

· Virtual community providing "that sense of corporate community even when you're globally distributed, or on planes all the time"
Steelcase
Steelcase, a leader in the office furniture industry has a presence in over 100 countries employing approximately 14,000 people. In such an environment collaboration and cohesiveness are key challenges solved through the implementation of Groove.
Groove has been implemented in five major groups within Steelcase since 2002 including:
· Steelcase International E-business Group
· Steelcase.com Internationalization Group
· SAP Implementation Group
· EasyComS Dealer Tool group
· Consulting Group
Such implementation has yielded benefits including:
· Up to 10 Percent Savings on Project Costs

· Моте Productive Meetings
· More Frequent Interaction and Collaboration
· Improved Cohesiveness
· Better Access to Information
· Improved Mobility.
V. CONCLUSION
An article in Defense Industry Daily questioned Microsoft's motives on acquiring Groove Networks as a potential "major market push in the U.S. Department of Defense and the Department of Homeland Security" as "Groove's software is a component of the Joint Regional Information Exchange System, used by the Homeland Security Department and state agencies to share information" ("Microsoft Making Defense. DHS Moves?", 2005). While this may have been motivation for the Microsoft Corporation, such implementation at that level of government was definitely justification that this product was a well built software application that could fill a void in their suite of Microsoft Office products.
Based on the research conducted, the Office Groove 2007 product seems to be an efficient and simple solution to a growing need for collaboration and mobile computing with little to no security risks. If anything, it may save network and system administrators additional efforts of VPN and remote access configurations in their network environments while still providing access to information for those who need it.
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