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Abstract
In this article the system of activities analysis in the centers of electronic payments is proposed along with the description of opportunities of using fuzzy-logic for solving such analytical tasks.

I. INTRODUCTION
Systems of mobile electronic payments become now more popular over the world, but the problems of the security in such systems aren’t solved yet.
Consider the general concept of the processing center in the system of the mobile electronic payments (Fig. 1):
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Fig. 1. General cooperation scheme
In general it is considered that a person can operate his account using his mobile phone, by sending SMS-commands to the special number of processing center. The typical command consists of some data, essential for transactions – i.e. remittee identifier, payment sum etc. Thus, the payer is authorized by the number of the mobile phone that was used to send SMS.

To provide the security of electronic payments it’s necessary to use the complex of organizational and technical protection frames.

For instance, it’s possible to use the following organizational methods:

· payer porting only on the basis of identity card (e.g. passport);
· client certification;
· strong connection with the mobile phone number.
There are also some technical methods:

· GSM channel security;
· an expensive procedure of SIM-card cloning;
· impossibility of using 2 identical SIM-cards in one network(possible only with roaming)

In the case of attack (SIM-card cloning, loss of SIM-card)  to the conditioned secure channel there is a high threat to the security of clients account. One of the possible ways to receive information about the illegal payment is the system of activities analysis based on the defined model of user behavior. 

II. APPROPRIATE MATHEMATICAL METHOD FOR ACTIVITIES ANALYSIS
Thus, there is an absolute necessity to use non-standard approaches to analyse user activities in the problem of electronic payment systems monitoring. This results from following:

· necessity of taking into account a  big amount of indices of the protected system; 
· predominantly qualitative character of these indices that are used to form the system of behavior analysis (it is difficult to formalize the model, define with quantitative estimation);

· correlation and interdependency of these indices, that sometimes are mutually contradictory.
On account of properties stated above it is almost impossible to use traditional mathematical methods, including methods of mathematical statistics and probability theory. [1]

Let us consider following estimation criteria for the evaluation of the approapriateness of the mathematical tool:

· it uses the minimum of the prior guess, mounted rigidly in the model;

· it should allow to make easy computations.
The mathematical tool “fuzzy logic” meet all these requirements. [2]

The advantages of fuzzy system over other systems are stated below:

· the opportunity of operating with ever varying  fuzzy input data and values that can’t be uniquely determined;

· the opportunity of fuzzy formalization of some estimation and comparison criteria: work with such criteria as “majority”, “possible”, “predominantly” etc.

· the opportunity of qualitative estimation of the input and output data: operation not only with data values but also with the trustworthiness and its distribution;

· the opportunity of fast modeling of the complex dynamic systems and their comparative analysis with the prescribed accuracy.
III. FUZZY LOGIC
Let 
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to be a universal set, i.e. exhaustive set, inclusive all the problem area. Fuzzy set 
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 —> [0, 1]  is a membership function , that represent a judgmental measure of the element accordance with the fuzzy set. This function can take on values from 0, that means absolute nonmembership, to 1, that means absolute set membership. 
As an illustration lets take a set of payment amounts. X={0,…,60}. The amount of payment here is a linguistic parameter, and payments characteristics “big”, “average” and “small” are the values of this parameter. Then the payment amount of 60 belongs to the set “big” with membership parameter 1, 40 – with membership parameter 0,5 and the amount of 10 doesn’t belong to the set “big”.

If we had used the traditional logic instead of fuzzy, we would have had to define exactly the border between “big” and “average” amount of payment (Fig. 2).


Fig 2. Membership function for payment amounts for fuzzy logic(left) and traditional logic(right)

When using fuzzy logic, it is possible to attach one definite value to more than one fuzzy set. Thus, in the given above example, the payment of 18 belongs to the set of “small” payments with the membership parameter 0,2 and to the set of ”average” payments with this value of 0,75. Such an approach is very good for the cases, when it is difficult to set an exact border between sets.[3]

IV. FUZZY LOGIC EXPRESSIONS

CONSTRUCTION
With the linguistic concepts, atomic and complex fuzzy logic expressions can be built. An atomic fuzzy expression is an expression:

parameter is [not] fuzzyset
Where, parameter is an object, and fuzzyset is a fuzzy set that belongs to the defined fuzzy space for the parameter. The truth-value (TV) of an atomic expression is the degree of membership of the parameter to the fuzzy set. Because TVs are expressed by numbers between 0 and 1, (0 means entirely false, 1 means entirely true, and others values means partially true), the fuzzy expression evaluation process is reduced to arithmetic operations.

Also, for each classical logic operator (and, or, negation), there is a common fuzzy logic arithmetic operator (shown in table 1):
                Table 1

Fuzzy and traditional logic comparison
	Logic operator
	Fuzzy operator

	p AND q
	min{p,q}

	p OR q
	max{p,q}

	NOT p
	1.0 – p


Fuzzy rules have the form:

IF condition THEN consequent [weight], 

where,

· condition is a complex fuzzy expression, i.e., that uses fuzzy logic operators and atomic fuzzy expressions

· consequent is an atomic expression

· weight is a real number that defines the confidence of the rule.

A set of rules, that consists of fuzzy expressions “IF-THEN” and membership functions for corresponding linguistic terms, serves as a base for operation of fuzzy derivation. Following conditions should be met:

· there is at least one rule for each linguistic term. of the output parameter;
· there is at least one rule for any term of the input parameter, where this term is used as a premise.
Otherwise, this set of rules is an incomplete one.

Consider m rules:

R1: IF x1 is A11 … AND … xn is A1n, THEN y is B1

…
Ri: IF x1 is Ai1 … AND … xn is Ain, THEN y is Bi

…
Rm: IF x1 is Ai1 … AND … xn is Amn, THEN y is Bm,

where xk, k=
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 – input parameters; y – output parameter; Aik – given fuzzy set with membership functions.

After this fuzzy derivation is done, there is an exact value of the parameter y on the base of the given exact parameters xk, k=
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In the general case, the mechanism of the fuzzy logic includes four steps: fuzzification, base of rules, fuzzy derivation and defuzzification 
(Fig 3). [4]
Fig 3. The mechanism of the fuzzy derivation

The block of fuzzification convert exact values, measured on the output of the control object, into the fuzzy values, that are described by the linguistic parameters in the base of rules.

Decision block uses fuzzy conditional rules (IF - THEN) for conversion of the fuzzy input data into the fuzzy control data.

The block of the defuzzification converts the output of the decision block into the exact value, that is used for the object control.

The algorithms of the fuzzy derivation varies mostly in the rules, logical operators and defuzzification methods. There are some models of the fuzzy derivation, for example the models of Mamdani, Sugeno, Larsen and Cukamoto.

V. FUZZY LOGIC ADAPTATION TO OUR SPECIFIC CASE
Let us adapt the apparat of the fuzzy logic, described above, to the solution of the tasks, that were set in the beginning of the article. Consider only two states of the electronic payment system  - normal(N) and abnormal(A). In the N state the system works correct and without interruption. In the A state the system of activities analysis gives administrator of the system a warning of the abnormal client activity. As was already stated above, a set of the clients activities, that can be considered as an abnormal one and be an evidence of the illegal use of the system, is a fuzzy set. Thus, the main task of our system will be a task of classification the system state after next payment and attribution it to the class either N or A.

On the abstract example of the system of electronic payment, lets consider the structure of the working of system, and then formalize it as a general scheme, that is universal for such kind of systems.
Let us form a signature for each payment in the system: {X1,X2,...,Xn}, with, for example, 3 parameter/identifiers of the payment: {T, S, DT}, where T – payment time (current hour), S – payment sum, DT – time difference between current and previous payment.

Such a selection of the parameters in the signature is based on the general logic assumption, that night, for example, is more attractive time for malicious acts, big payment is unusual for this concrete system, and small time difference also is not characteristic. Later is will be noted that the description of such determinations, even in the natural language, is an important part, that influence the whole work of the system [3, 5].
Let specify some rules in the natural language as an example. For each rule let also specify its weight [W] [3].

Rules for the normal system state N:

IF [payment] during the day and [amount] average and [time difference] big, THEN system state N[0,9].

IF [payment] during the day and [amount] big and [time difference] average, THEN system state N[0,7].

…

Rules for the abnormal system state A:

IF [payment] during the evening and [amount] average and [time difference] very small, THEN system state A[0,8].

IF [payment] during the night and [amount] big and [time difference] small, THEN system state A[0,9].

…
Operating in the same way, we will describe all possible states of the system on the base of the chosen payment identifiers.

On account of fuzziness of the signature parameters determination we have to presents them as fuzzy sets:

Discuss following fuzzy sets for identifier T(Fig 4):

Night – from 10 pm to 9 am, day – from 6 am to 6 pm, evening – from 4 pm to 0am;

Fig 4. Membersip functions for T

For amount of payment S (Fig 5):

Small payment – from 1 to 20, medium payment – from 10 to 40, big payment – more than 60. 
[image: image8]
Fig 5. Membership functions for S

For DT (Fig 6):

Very small difference – from 0 to 10 minutes, small difference – from 5 to 30 minutes, medium difference – from 20 minutes to 1,5 hour, big difference – more than 1 hour. 

Fig 6. Membership functions for DT

Let us apply the minimax model of fuzzy derivation (see also models Sugeno, Larsen, Cukamoto)

We will compute the truth value TV(R) for each of rules [3] with the following formula:

TV(R) = TV(rule condition) * W(R)

As an example lets take a payment of 35 that was made at 7 am, previous payment was made 22 minutes ago – {7 am, 35, 22min}

Maximal truth value for system state A(over all rules):

TV(Ra) = min {0.5; 0.25; 0.8} * 0.9 = 0,25*0.9 =  0.225

Maximal truth value for system state N(over all rules):

TV(Rn) = min {0.35; 0.5; 0.2} * 0.7 = 0.2*0.7= 0.14
It is necessary to check every signature over all sets of rules for both system states (N and A), and to choose maximum of them for truth value comparison(as minimax derivation strategy was determined). 

Comparing TV(Rn) and TV(Ra), we will receive next results:

TV(Ra) = 0.225 > TV(Rn) = 0.14

System draws a conclusion about system state A.

For the case when truth values for both states are equal it is needed to set an additional meta-rule, or set of additional conditions. For example, we can distinguish the payment over an additional feature – payment recipient(as service payment is less suspicious as money transfer to another account)

It is clear that in practice the quantity of the rules and membership functions can be greater. There is a principle: the more fuzzy parameters and membership functions– the more precise fuzzy derivation will be.

VI. CONCLUSIONS
It is obvious, that the proposed algorithm of the system state detection highly depends on the determined knowledge base. For rules forming and membership determination we have to gather statistics of the working of  the system and make some assumptions of the typical clients behavior. Certainly, it is better to have an opportunity of knowledge base modifying during the working of the system. In this case the presence of feedback allows to apply a joint model of fuzzy logic with one of the learning algorithms, neural networks and genetic algorithms. Future prospects of the development of the system of activities analysis are for the joint approach based on the artificial intelligent systems.
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