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f0. B. TpughoHoBa — CTyLEHTKA Kadhepbl KOMMNEKCHOM 3aLUMTbl MHGOpMaL
P. ®. XXapuHoe — acnupaHT kadeapbl TEXHOOTMI 3aLLMTbI MHOpMaLMK

MPABOBbIE ACNEKTbI NEPNIOCTPALIMKA U METO[bI NPOTUBOAENACTBUA NEPNIOCTPALIUK
NMPU NCNOJIb3OBAHUX DLP CUCTEM

CoBpeMeHHOMY NpeanpusaTUio B paboTe CrokHO M3bexaTtb Hamnums KoHuaeHUMansHom MHopma-
Lun. ITO MOXET BbITb HOy-xay, TEXHONOrMM, 6asbl AaHHbIX NOCTABLLMKOB, KIIMEHTOB, COTPYAHWKOB (T.e. KOM-
Mepyeckas TanHa, baHKOBCKas TalHa, HanoroBas TanHa U NepcoHanbHble AaHHble). PasrnalleHne Takow uH-
hopmauu MOXKET NPUHECTU OrPOMHbIN yiepd NPeanpuUaTMO, NO3TOMY KOHMAeHUManbHas WHgopMaums
HaxoauTCs NOA NOCTOSHHBIMUA BHELUHUMU W BHYTPEHHUMM yrpo3damu. OfHaKo, kak M3BECTHO, Yallie BCero pas-
rnaweHve KoHUaeHUManbHoM MHGopMaLMM NPOUCXOAMT MO BUHE COBCTBEHHBIX COTPYAHWUKOB NPEANpUATHS.
Takoe pasrnalleHne MOXeT ObITb kKak HaMEPEHHbIM, TaK W Cry4anHbIM.

Ecnu npegnpusatve cepbe3Ho 03aboyeHo MHOpPMaLMOHHON Be30NacHOCTLI, TO BBIHECTU IU3NYECKN
KOHbmAeHUMamNbHY MHOpMaLWo 3a Npeaensl NPeanpuATUS NPakTUYEeCKU HEBO3MOXHO, HO OCTAeTCs BEPO-
ATHOCTb pasrnalleHns BO BpeMs BeeHUs 4efI0BOM MW NUYHOW nepenucku ¢ paboyero Mecta yepes cetu
obulero goctyna. VIMEHHO MO3TOMY CUCTEMBI, NMO3BONSIOLME NPOM3BOAUTL NEPAIOCTPALMIO SNEKTPOHHON ne-
penucku, MoryT ObITb BECbMa MOMesHbl Ha nNpeanpusTn. Mog nepntocTpauuein NOHUMAETCS NPOCMOTP NnY-
HOW NepechbINiaeMoin KOPPECTOHAEHLMM, COBEPLLIAEMbI BTaHE OT OTNPaBUTENS U NonyvaTens.

OpgHnm 13 cnocoboB 3aLLmMTbl KOH(UAEHLMANBHON UHGOPMALMK OT YTEYKW Ha NPEAnpUATAN MOXET
cratb Data Leak Prevention (DLP) cuctema (cuctembl npegoTepalleHns yTeukn uHgopmauum). DLP cuctema
aHanuaupyeT MOTOK AaHHbIX UCX0As M3 MOMMTUK Ge30macHOCTU, NpU HaXOXOEHUN KOH(MAEHLMANbHON MH-
hopmaLun B NOTOKE AaHHbLIX CUCTEMA, UCXOAS W3 3aAaHHbIX NapaMeTpoB, MOXeT BroKMpoBaTh COOBLLEHE
WK e NPOCTO COXPaHsTb COOTBETCTBYHOLLEE COOBLIEHNE. AQMUHUCTPATOP CUCTEMbI MOXET NPOCMAaTPUBATh
COXPaHeHHbIE COOBLUEHNS 1 pearnpoBaThb Ha MHLMAEHTSI.

[na ocywecTBneHns HabrniogeHus 3a SNeKkTPOHHOW KOpPecnoHAEHUMEN LOCTaTOYHO YCTaHOBUTL Ha
OHOM 13 Y3110B KOMMOHEHT DLP-cucTeMbl, perncTpupyroLmii BeCb Npoxoasiumin Tpadmk. Takas cuctema no-
MOXET pa3obpaTbCs B CTPYKTYpE W COAepaHu CETEBOro Tpadmka, OLEeHUTb APGEKTUBHOCTL NPUHUMAEMBbIX
Mep MHMOPMaLMOHHOM Be3onacHoCTU. Ecnm e 3noyMbILWNeHHUKY yaacTcs 0601TU CUCTEMY 3aLWTbI, TO NPK
ncnonb3oBaHn DLP-cMCTeMbl BEPOSITHOCTL €70 HaXOXAEHUS BO3pacTaeT, a NepexBayeHHas Ceccust MOXeT
MCMONb30BaThCS B Ka4yecTBE [0Ka3aTenbCTBa B Cyae, HO TONbKO B TOM Chy4vae, ecrnu nepnoctpauus koppe-
CMOHAEHLMM NPoMCX0anIa Ha 3aKOHHOM OCHOBAHMMU.

UT0 Xe roBopuUT 3aKOHOAATENLCTBO 06 WUCMONMb30BaHWW CUCTEM MEPMOCTPaLMM SNEKTPOHHON Koppe-
cnoHaeHumn? CornacHo n. 2 ct. 23 KoHctutyyum Poccuitckon ®epepaumn «Kaxablil UMEET NpaBo Ha TanHy
nepenucku, TenemOoHHbIX NepPeroBopoB, NOYTOBbIX, TeNerpadHbIX 1 UHbIX CoobLieHUn. OrpaHuyeHne 3Toro
npaBa AomnyckaeTcs TOMbKO Ha OCHOBaHWM CyaebHOro pelieHus». MNogobHoe nonoxeHue npucyTCTBOBAsO U B
npeabayLLmMX KoHCTUTYUMsX (cT. 56 Konctutyuyum CCCP 1977 ropa; ct. 128 KoHctutyumn CCCP 1936 roga),
N B KOHCTUTYLMsAX GonbluMHCTBA 3apybexHbix cTpaH. OHO ke yTBepxaaeTcs Bo «Bceobuieit aeknapauum
npaB venoseka» 1948 roga.

OrpaHnunTb NpaBO Ha TalHy Nepenucku cornacHo cT. 13 YronoBHoO-npoueccyansHoro kogekca Poc-
cuinckoin deaepaumm BO3MOXHO TOMbKO Ha OCHOBaHMM cyaebHoro pelenns. OgHako, cornacHo n. 1 cT. 63
IpaxaaHckoro npoueccyanbHoro kogekca Poceuickon ®egepauum «...OrpaHuyeHne npasa Ha TaiHy nepe-
MUCKM, TenemOHHbIX NeperoBopoB, NOYTOBLIX OTNPABMEHUA, TenerpadHbIX U UHbIX COODLLEHUI, NepeaaBae-
MbIX MO CETSM 3MEKTPOCBA3N U CETAM NOYTOBOW CBA3W, LOMYCKAETCS TOMbKO B Cryvasx, NpedyCMOTPEHHbIX
(beaeparnbHbIMM 3aKOHaMM».

Takumun 3aKkoHamMK SBNSIOTCS:

—  OepeparnbHbli KOHCTUTYLMOHHBIV 3aKOH «O BOEHHOM MOMOXEHUMNY ;
—  ®epepanbHblit 3aKoH «O6 onepaTMBHO-PO3bICKHON AEATENBHOCTUY;
—  OepgepanbHbii 3akoH «O ®eaepanbHoi cryxbe 6e3onacHOCTUY;

—  OepgepanbHbii 3aKkoH «O NPOTMBOAENCTBUM TEPPOPU3MYY.



Kaxabih M3 3akoHOB npedycmaTpusaeT obssatenbHoe NoaTBepXAeHNe NpaBOMEPHOCTU OrpaHNyeHNs
Ha TalHy nepenuckm cyaebHbIM peLleHreM, 3a UCKMoYeHeM 3akoHa «O BOEHHOM nonoxeHumny. Takum obpa-
30M, €CNW OTNPABMUTENb W NOSyYaTesNb He Aani CBOEro Cornacus Ha NpoBeLEeHNe MOHUTOPUHIA CBOEW Koppe-
CNOHAEHLMN W OTCYTCTBYET cyaebHOe peLleHns, TO NeprtocTpaums ABNSETCS YronoBHO HakasyeMbIM AeSHM-
€M 1 BneyeT 3a coboit OTBETCTBEHHOCTb B COOTBETCTBMM CO CT. 138 YronosHoro kogekca Poccuiickon dege-
paumu:

«1. HapyleHue TaiHbl nepenuncku, TenedoHHbIX NEpPeroBOpoB, MOYTOBLIX, TenerpadHbIX UK UHbIX
COOBLLEHN rpaxaaH - HakasblBaeTcs WTpadoM B pasMepe 40 BOCbMULECATH ThicaY pybnen unu B pasmepe
3apaboTHOM NnaThl UK MHOTO JOXOMa OCYXKOEHHOro 3a nepuof O LWecTu Mecsaues, bo 0bs3aTenbHbIMY
paboTammn Ha CPOK 4O TPEXCOT LWEeCTMAECATM YacoB, MMBO ncnpasuTeNbHbIMM paboTamm Ha CPOK 4O OAHOMO
roga.

2. To Xe [esHue, COBEpPLUEHHOE NNLOM C MCMOMb30BAHMEM CBOErO CyXeOHOr0 MOMOXeHus, -
Haka3blBaeTCa WTpadomM B pasmepe OT CTa ThiCAY A0 TPEXCOT Thicsy pybnen unu B pasmepe 3apaboTHoM
nnaTbl UK UHOTO OXOAA OCYXOEHHOro 3a Nepuos OT OJHOro rofa 4o AByX neT, nbo NuweHWem npasa 3a-
HUMaTb ONpeAeneHHble JOMKHOCTM U 3aHUMaTbCA OMpeaeneHHON OeATeNbHOCTbIO Ha CPOK OT ABYX A0 Ns-
TU net, nnbo obs3aTenbHbIMU paboTaMn Ha CPOK 40 YEThIPEXCOT BOCBMUAECATW YacoB, MO0 NpUHYAUTENb-
HbIMU paboTammn Ha CpPOK [0 YeTblpex MneT, NMbo apecToM Ha CPOoK A0 YeTbipex MecsueB, NMMbo nuLieHneMm
cBoDO/bI HA CPOK A0 YETbIPEX NET.

MMoaBoas UTOr BCEMY BbiLLIECKA3aHHOMY MOXHO 3aKMIOuMTb, Y4TO cryx6a nHopmaLuoHHo BesonacHo-
CTU He MMeeT npaBa NPOBOANTL NEPMIOCTPALN CBOMX COTPYAHUKOB. A B COOTBETCTBMM CO CT. 138 YronosHo-
ro kogekca Poccuitckon ®enepauum Takoe aesHue Byget knaccuuumpoBaTtbest Mo . 2, Tak Kak Npou3BoasT-
CS1 C UCMOMNb30BaHNEM CIYy)eBHOro NONOXEHMS.

OpHako mcnonb3oBaHue DLP-cucteMbl Ha NpeanpuUsTUM He MOXET CTaTb OCHOBaHWEM Ans BO3byxae-
HWS YrONMOBHOIO UK aAMUHUCTPATUBHOTO Aena, NOCKONbKy CyGbekToM pa3bupatenbCTBa MOXET CTaTb TOSb-
KO YenoBex.

Tpynosoi kogekc Poccuickon defepauuv gaet pabotogatensm BO3MOXHOCTb NPUMEHEHUS CUCTEM
NeprniocTpaLmy 3neKTPOHHON KOPPECTOHAEHLMM CBOUX PaBOTHWUKOB B MPOLIECCE UCMONHEHNS UMK WX Cryxeb-
HbIX 06s13aHHOCTEN. MOHWUTOPUHI KOPPECTOHAEHUMM COTPYAHUKOB HanpaBneH Ha obecrneyeHne MCNOMHEHNS
paboTHMKamMu 1x cnyxebHblx 0653aHHOCTEN N COXpaHeHWe KOHMAEHUMANbHBIX AaHHbIX NPEANpUATHS, a Co-
rmacHo cT. 22 pabotoaatens MMeeT npaBo TpeboBaTh OT PAbOTHUKOB UCMOMHEHUS UMK TPYAOBLIX 0BS3aHHO-
cTen, 6epexHOro OTHOLLEHUS K MMYLLECTBY paboToaaTens v Apyrux paboTHUKOB, COOMIOAEHe NpaBu BHYT-
PEHHEr0 TPYLOBOrO pacnopsaka opraHusauuu. loa npasBunamu BHYTPEHHEro TPYZOBOro pacnopsigka, Co-
rmacHo cT. 189 noHMMaeTcs nokaneHbIN HOPMATUBHBIN akT, PernameHTUPYIOLLMA NOPSAOK NpueMa u yBomb-
HeHust pabOTHWKOB, OCHOBHbIE NPpaBa, 0653aHHOCTM U OTBETCTBEHHOCTb CTOPOH TPYAOBOrO 40OrOBOPa, PEXMM
paboTbl, BpeMs 0TAbIXa, MPUMEHSEMbIE K pabOTHMKaM Mepbl NOOLLPEHNS 1 B3bICKAHWS, @ Takke MHble BONPO-
Cbl PETYNMPOBAHNA TPYAOBbLIX OTHOLIEHWA Y faHHOro pabotoaarens.

Mo3TOMY MCNONb30BAHME ANEKTPOHHLIX CPEACTB KOMMYHMKALMU ANSt MIMYHBIX Lienen NpoTUBOPEYnT
CYLLEeCTBY TPYZOBbLIX MPABOOTHOLIEHUA WU CTaBUT MO Yrpo3y COXPaHHOCTb KOH(MAEHLMAbHOW MHGOpMaLmm
NPeanpUsTHS, KOTopasi COCTaBNSET KOMMEPYecKkyto TanHy. MognyHktbl 1 — 3 cT. 183 YronosHoro kogekca
Poccuickoin defiepamm onpefenstoT OTBETCTBEHHOCTL 3@ HE3AKOHHOE MOSTyYeHWe W pasrnalleHne ceege-
HWI, COCTaBNAOLLMX KOMMEPYECKYH), HANOroBYIO U HAHKOBCKYIO TaliHY.

Takum 06pa3om, 4ns 3aKOHHOM NEpKCTpPaLMM KOpPPecnoHaeHUMM paboTHUKOB HEOOX0AMMO BHECTH
COOTBETCTBYIOLME MYHKTbI B TPYAOBOW AOrOBOP WNW B NpaBufia BHYTPEHHEro TpyAoBOro pacnopsigka. Eule
OHUM CNOcobOM SIBNSETCS OTYYXXAEHWE NpaB pabOTHUKOB OT BCEN CBOEW KOPPECTOHAEHLMN, OTNPABNEHHO
UMK ¢ paboumx KOMMbIOTEPOB, B NoMb3y pabotoaatens. ATOT haKT Takke AOMKEH ObiTb OTPaXeH B TPYA0BOM
porosope. [Npu 3TOM nonyyaTenu KoppecrnoHAEHLMM OT COTPYAHUKOB NPEANpUATUS JOMKHbI BbITb yBEaOMMe-
Hbl, O TOM, YTO Ha NPEANPUATUM NPOUCXOAUT MOHUTOPUHI KOPPECMOHAEHLMM, TaK KaK Ansi 3aKOHHOCTW nep-
NICTpaLmMmn Aatb CBOE COrnacve LOMKHbI Kak OTrpaBuTenb, Tak 1 nomnyyaTens.

B Takom cnyyae cnoxHo nsbexartb CUTyauui, KOrga MOHUTOPUHI KOppecnoHaeHuun Gyaet npousso-
QUTLCS HE3aKOHHO. Hanpumep, Koraa CeTblo NPeanpusTUsS BOCMONb3YOTCA NOCTOPOHHUE MHOAM UMK nonyya-
TENM coobLieHnn He Obinu npegynpexaeHsl. Kpome Toro agmuHuctpatop DLP-cucteMbl orpaHuyeH TombKo
[OrOBOPEHHOCTAMM U MAYHBIMW 3TUYECKAMW HOPMaMW, TaK Kak y HEro ecTb BO3MOXHOCTb NPOCMOTpa Boo6LLe



Bcero Tpacmka. OgHako Heobxoaumo peanusosatb DLP-cuctemy B pamkax 3akoHa, KOHTPONMPYS Npu 3TOM
NCXOZALLYH0 MHGOPMALIMIO U OrpaHU4MBas npaea agMUHUCTPATOPOB.

[ns atoro npegnonaraetcs paciumputs DLP-cuctemy Takum 06pasom, YTobbl COOBLLEHMS OT MOMb30-
BaTeNs LM B 3awwmdgpoBaHHoM Buae, a DLP-cuctema ocywiectensna 6bl NOUCK KMHOYEBLIX COB B 3allnd)-
POBaHHOM CO0BLEHNN. [pON3BOANTL OMepaLmn Hag OTKPbITbIM TEKCTOM, Mpu paboTe C 3alundpoBaHHbIM,
No3BOsISET FOMOMOPHOE LUMGPOBAHME.

Mo roMOMOPMHBIM LUMEPOBAHMEM MOHUMAETCS KPUNTOCUCTEMA, rae (PyHKUMS LMdpoBaHUS yooBre-
TBOpSET TpebOBaHMIO rOMOMOPGHOCTU OTHOCUTENBHO 3afaHHOro Habopa onepauuii Haf OTKPbITbIM Tek-
ctom [1].

Mycts E(m;) = ¢; — dyHKumMs wucbposanus, D(c;) = m; - dyHKUMA aewmdpoBaHns, ‘*' — Hekas
MaTemaTuyeckas onepaums. Torga yHKUMS E roMOMOpgHa OTHOCUTENBHO OnepaLumn *, ecriv CyLlecTByeTt
anroputM M, KOTOpbII MONYy4MB Ha BXOA Napy Lwudporpamm ¢; = E (m4) n ¢; = E(m,), BblaaeT pesynb-
1aT ¢’ = M(cq, c3), NpU AELLMPPOBAHAN KOTOPOrO NOMYYUTCH pesynbTaT onepaunn * Hafd UCXOOHbIMM OT-
KpbITbIMK TekcTamu D(c”) = my * m,. ToMOMOpU3M NO3BONSET BhINOMHATL OnepaLyi Haa AaHHBIMK Ha

CTOPOHE cepBepa, He BbiNonHaAs gelwndposanus (Puc. 1).

Kinuent Cepgep
E(my) =c €1, C2
E(m;) = ¢,

¢’ = M(cy,c3)
D(c")=mqy*xm,

Puc. 1. Cxema BbINONHEHMS onepaLiii, 0THOCUTENBHO KOTOPOIA roMoMopdHa (hyHKLMS LUMPOBaHHS, Ha CTOPOHe cepeepa

[MoHATME NOMHOro roMoMOpU3Ma NoapasyMeBaeT Hannymne AByX MaTeMaTUYeckux onepawuuin, OTHOCK-
TENbHO KOTOPbIX PYHKUMS WKhpOBaHKUS 0TBEYaeT TpeboBaHMI0 FOMOMOPMHOCTH, 1 ANS KOTOPbIX BbINOMHUMA
nobas yHKUmMs, copepxalyas nobble kKoMGuHaLmMM 13 aTux onepaumin. MpuMepoB NONHOrO romoMopduama
Ha CErOAHSLIHNA AeHb He CYLLECTBYET, HO €CTb PSiA OTPaHNYEHHbIX PELUEHNN:

- ANst O4HOWM MaTEMaTNYECKOM onepaunu,
- ana asyx onepau,mﬁ, HO C OrpaHnU4YeHneM Ux Konm4ecTea BHYTPU BbINOMHUMO (byHKLI'MM;

—  Nepuoanyeckuin obMeH JaHHbIMU MEXAY CEePBEPOM U KIMEHTOM.

[ns Toro utobbl DLP-cuctema mMorna npou3soanTb NPOBEPKY HAMMuMs KOHMAEHLMANbHON MHOpMa-
LUun B 3awmpoBaHHOM coobLeHnn 6e3 ero paclumgpoBku, HeobxoaumMo paspaboTaTb MeTog noucka criosa
B 3aWupoBaHHOM COOBLIEHNW. [Ins 3TOro paccmaTpuBalOTCA CYLLECTBYIOWME NOAXOAbI C TOYKM 3PEHUS
NpeACTaBNEHHON 3afaun, onpeaenseTcs PYHKUWUS CPaBHEHUS, U MUHUMU3UPYIOTCA 06bEeMbI AaHHbIX, 0bpa-
BaTbiBaeMbIX Ha cepBepe 1 nepeaasaeMblx no kaHany DLP-cucteme.

B pabotatowein cucteme fgaHHble OT COTpyaHuKa OyayT yxoguTb B 3alwmdgpoBaHHOM Buae, DLP-
cuctemMa, npoBeprB CoobLieHWe NO 3awndpOBaHHbIM NonuTMKamM Be30nacHOCTH, COXpaHUT 06e3nnYeHHbINR
oTBeT. lNoa 0be3nuyeHHbIM OTBETOM NOAPa3yMeBAETCA OTBET BiAA «Aa/HET» Ha BOMPOC COLepXaHus B CO-
06LLeHnn KoHMaeHUMansHOM MHopMaLmMM 1 camo 3awndpoBaHHOe COOBLLEHME, ECIIY B HEM MPUCYTCTBYHOT
KOHMAeHUManbHbIE JaHHbIE.

Cuctema pomkHa npegycmaTpuBaTh OBLUMIA KoY, KOTOpbIA ByaAeT pasaeneH, Hanpumep, Mexay une-
HaMK COBETA AMPEKTOPOB. OTOT KMKOY MO3BOMNT paclumnpoBaTb COXPaHEHHbIN Tpaduk, korga byaeT uatu
pa3bupaTenbCcTBO MO (hakTy pasrnaleHnst KoHUAeHUMansHon nHcopmaumn n bygeT nonyyeHo cygebHoe
peLLeHns Ha NepncTpaLuio KOPPECNOHAEHLMN Ha AaHHOM NPEANPUATUM.
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